The World's Most
Important Machine Has
Trust and Decision
Issues

A Pint of Science talk about the 3,000-mile-wide panic attack keeping your
lights on.

PINT OF SCIENCE
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Infrastructure: A 2,000-
Year-0ld Idea

From the Latin infra (below) + structura (built environment). Romans built
aqueducts and roads to connect cities. We build power lines and fiber optic cables.
Same instinct. Slightly higher voltage.

1 Roman Aqueducts

Water delivery at scale. The original critical infrastructure.

2 1882: Pearl Street

Edison's 59-customer electricity experiment.

3 20th Century

The grid scales to continental interconnects.

4 Today

Digital, decentralized, and having an identity crisis.



The Grid Started
Small. Very Small.

1882. Pearl Street, New York City. Thomas Edison fires up the world's first
steam-powered electricity station.

59 Customers 3,000 Lamps

That's it. Fifty-nine. Powered by one station
downtown Manhattan.

Today

Three interconnected grids. Hundreds of millions of customers. Same
basic idea. Slightly more complicated.




The Grid Grew Up. Cities Got Greedy.

The Numbers Are Staggering

56% of humanity lives in
cities

By 2050: 7 in 10 people will be urban.

80% of global GDP from
cities

Cities are basically civilization's engine
room.

70% of all energy consumed
by cities

And every single watt must be balanced.
Instantly. Always.



The 16 Sectors That Can't Afford a

Blackout

Infrastructure isn't just the grid. The U.S. has 16
Critical Infrastructure Sectors — all of them
dependent on electricity. All of them feeding back
into each other.

Energy sits at the center. Pull that thread and
everything unravels: hospitals, water systems,
financial services, communications, food

supply.

® This is why the grid's "trust and
decision issues" are not justan
engineering curiosity. They are a
matter of national survival.
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The American Grid: Three Nervous Systems

WESTERN EASTERN
INTERCONNECTION INTERCONNECTION

My frequency \/
is all over
the place!

keeps spiking
andlcan’t J)

The United States
Three Interconnects.

One Shared Anxiety.

My grid is
totally isolated and
I'm struggling
with imbalance!

Eastern Interconnect Western Interconnect ERCOT

The big one. Covers most of the country east From the Pacific coast to the Rockies. Texas. Doing its own thing. As always.
of the Rockies.



The Grid's Strict Rules for Survival

The grid operates under three iron laws of physics.
Break any one of them and things get very dark, very fast.

1

Equality: 7(x,u,s)=0

Supply must equal demand every

single microsecond. No stockrooms.

No "we'll catch up later." The grid

has zero tolerance for imbalance.

p

Dynamics: A(x’,x ,u)=0

Fossil fuel turbines have massive
inertia — reassuringly stable. Solar
and wind? Controlled by Mother
Nature's mood swings. Stochastic.
Unpredictable. Basically, a toddler

with a dimmer switch.

3

Inequality: g(u)< 0

Transmission lines will literally
melt if you push too much current
through them. These are not
suggestions. Generators will let
loose their shafts and destroy stuff



Story i1n 5 Beats: You Flip a Switch...

Flip Switch Line Limits
Demand jumps Flows must

instantly respect g<0 THE GRID'S RULES FOR *sunwan/

Instant Plant

Network enforces f=0 Generators
ramp per h=0

Takeaway: Every time you turn on a light, a chain reaction ripples through physics - limits -
dynamics - optimization. You are, unknowingly, running the world's most complex real-time
auction from your living room.



Raise a Pint to the World's
Most Stressed Machine

The grid has been running — without pause, without a warehouse, without a
break — since 1882. It balances supply and demand every microsecond. It
isolates short circuits and fails gracefully. It survived the transition from 59
customers to billions of devices staging an invisible rebellion.

Next time you charge your phone to browse TikTok at 2am, remember:
somewhere, an operator just dispatched a generator on your behalf. The grid

handled it. It always does.

® To Safety Engineering ® To the Physics

Systems over-designed to fail gracefully. f, g, and h — the grid's unbreakable rules.

® To the Grid

The world's most important, most anxious machine. Cheers.




The Governor: The Grid's First Therapist

Closed-Loop Control, 1788 Style

James Watt's centrifugal governor: the world's first feedback
controller. Spinning balls fly outward as speed increases,
throttling the steam engine back down.

This is proportional control: u = Fx. The system observes its
own state and corrects itself. No software. No code. Just
physics doing therapy on itself.

® Open Loop: control ignores system state. Closed
Loop: control reacts to system state. The grid uses
both — and prefers the latter.




The PLC Revolution: When the Grid Became

Robotic for the first time

Late 1960s: Programmable
Logic Controllers (PLC
Arrive

Before PLCs: hard-wired relay logic. A wall of
red wires. Want a new feature? Rewire the

entire panel.

Programmable Logic Controllers changed
everything. Digital sensors + software =
industrial control you can actually update
without a soldering iron.

Today's PLCs are embedded systems — the
same family of chips running your smart
thermostat, your EV charger, and the substation
down the street.




Yesterday vs. Tomorrow:
The Grid's Identity Crisis
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The Electric Grid’s Identity Crisis: From Imperious Bullies to Yolatile Fun

ABLE
VOLATILITY

The grid is going through
a full identity crisis —
from a few giant power
plants bossing everyone
around, to millions of
tiny producers, EVs, and
solar panels all trying to
have opinions at once.
Welcome to the
decentralized,
digitalized, electrified
future. It's chaotic. It's
beautiful. It's terrifying.



From Clockwork to Code: The Trust Issues Begin

Early ICS: Physical & Analog

——

: "‘.;l»"'»\'i'—» ‘__ Z(ah) Centrifugal governors. Mechanical relays. Hard-wired
math gt logic. New feature? Build new hardware. Slow, but
— code— control trustworthy. You could see it. Touch it. Blame it.

Modern ICS: Digital & Software

Abstract the physics into math. Turn math into code.
Run code on PLCs and embedded systems.
Upgradable. Reconfigurable. Invisible. And that's
where the trust issues start.

& ppstractions turn physical laws
into software — driving the digital
transformation of ICS. And
opening the door to things the
grid never expected.




Power Flow: The Grid's Unsolvable Sudoku

Kirchhoff + Ohm = Headache

The power flow equations encode Kirchhoff's
and Ohm's Laws across every node and line in
the network. They must be satisfied
simultaneously, continuously, in real time.
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Software solves this via numerical
optimization — thousands of times per day.
The grid is basically running a PhD thesis
every few seconds.




Energy Management Systems:

The Grid's Brain

Demand
Forecasting

Predicting future energy
consumption patterns

Wholesale
Market Clearing

Optimizing electricity prices
and matching supply/demand

EMS —The
Brain of the Grid

Generator Dispatch

Efficiently scheduling
power generation units

Real-Time Balancing

Maintaining grid stability
and grid frequency.

ICS » EMS: The Grid
Gets a Nervous System

In the electric grid, Industrial Control
Systems are called Energy Management
Systems (EMS). They ingest real-time
monitoring data, demand forecasts,
weather, and equipment performance —
then output an optimized operational
plan.

«  Minimize running costs

«  Maximize total efficiency

«  Respect every constraint
simultaneously

It's like running a hospital, a stock
exchange, and a physics experiment at
the same time. Continuously.



The Grid's Dispatch Decision: A Real-Time
Auction

Economic Dispatch:
Cheapest Wins

Within the feasible set |\ mathcal{U}, power
systems are set up to find the control u(t)
that costs the least — subject to all three
constraints simultaneously.

mincost(u) s.t.f,g,h
ueu ( ) fg

® Every millisecond, somewhere, an
operator is solving this
optimization problem on your
behalf. You're welcome.




The electricity market is basically like trying to make dinner plansin a
massive group chat.

* Day-Ahead sets a plan.

* Hour-Ahead panics and changes the restaurant.

* Real-Time arrives, realizes nobody actually knows what they're doing, and
just improvises the balance in a blind panic.

Bl Retailers ¢=> Wholesale =
| & Utilities == &> Market s J \a4q Generators

Demand Forecasting Day-Ahead Market Dispatch Instructions

Predict future electricity Clears the price of energy Each generator
consumption by utilizing: Selects generators will operate * How much power
to produce

o
» Hour-Ahead Market » =

* Weather patterns Clears the price of energy « How much power
* Historical consumption Selects generators will operate to produce and
data at clearing price

Hestorcat data )
=5 Real-Time Market Solar panel

: * How much power
= Clears the price of energy to produce and

- Selects generators will operate at clearing price




When the Grid Breaks: Fail Gracefully or Fail
Spectacularly

Inequality Constraints: The Safety Net

The inequalities represent the system's breaking
points — line congestion, generator capacity
limits, thermal limits on cables.

When a short circuit hits, the physics change. The
infrastructure no longer conserves charge in that section.
ICS must isolate the fault and keep the rest running.

® Good engineering: systems are over-designed with
margins so they can operate at reduced capacity when
something breaks. Fail gracefully. Not catastrophically.




The LCOE Chart That Changed Everything

Why Renewables Won

the Price War

Solar PV dropped ~54% in cost since
2009. Wind dropped ~55%. Gas peaking?
Still expensive and grumpy.

#gy (LCOE Components: A Tale of Two Energies

Conventional
Generation
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Simplified & Ongoing Payments | Data orchestration and network congestion

. . The Levelized Cost of E LCOE
The win-win moment has arrived. Clean AND cheap. e Levelized Cost of Energy (LCOE)

Th ol h l . measures lifetime cost per MWh — and
€ grid just has to learn to trust it. renewables are now winning on pure

economics, not just idealism.



Three Trends Walk Into a Bar...

° I Decentralization
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EVs, heat pumps, /\‘ﬁ\ednf'caf’on o e — X [\ ] participants. Solar PV,
vehicle-to-grid. —— g W © Grid Harmony microgrids, demand
Everything is going (p‘ - ; response. Requir.es .
electric. Critical to —e significant coordination.
long-term carbon — ;_ (Understatement of the
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Digitalization

Smart meters, loT sensors, real-time automation. The grid learns to talk. Whether it listens is another matter.



Anxiety piles up..

It's alright. Just take
a deep breath, and let's
find our frequency...
h = 0 is achievable
together.
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Industry 4.0: The Grid Joins the Internet of
Things

e/Di\ From steam power (1784) to mass
\_/ production (1870) to computers (1969) to
ey & Cyber-Physical Systems and loT (today).
T | ~  INDUSTRY 4.0 Each revolution made the grid more
- INDUSTRY 3.0 capable — and more dependent on things it
Tm,,usmv 10 cannot fully see or control.
Mechanization, steam Automation, computers Cyber Physical Systems, 5
power, weaving loom and electronics internet of things, networks Welcome to |nd ustry 4.0. The mach Ines are
networked. Some of them have opinions.
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The Invisible Rebellion
Behind the Meter

Here's the punchline: smart home devices, EVs, and appliances are staging a quiet
revolution — and the utility company cannot see any of it.

1 @ HEMS Controllers .= EVs Charging

§ Home Energy Management Systems Millions of rolling batteries plugging in
T optimizing your solar, battery, and AC. simultaneously after work. The grid

| Invisible to the grid. sees a cliff. It panics.

& Smart Appliances

-
,!
s

Washing machines, dryers, thermostats — all making autonomous decisions. Behind
the meter. Out of reach.

[ The grid's response to all this? Demand Response programs —
essentially the utility politely asking your devices to please calm down.
Sometimes they listen.




The Smart Home: A Tiny Grid Inside Your House

HEMS: Your Home's Secret

The utility sees your smart meter. It cannot see what's
happening inside. Your house is making autonomous
energy decisions the grid has no visibility into.

CPower
orl‘lpany Solar Power CO ntro-L Room

Q- Generation

% A Home Energy Management System coordinates solar
2= panels, storage batteries, EV charging, AC, lighting, and
088 l» Air LED appliances — all optimizing behind the meter.

Conditioning
Power
, Conditioner
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A Multiply this by millions of homes. The grid is
SBtOI'age now trying to balance supply and demand
attery . ... q
against an army of invisible, independently-
thinking devices. No wonder it has trust issues.

Internet [y I

Cloud Services



Demand Response:
The Grid Politely Asks for Help

The Broker Model

Utilities can't command your smart
devices directly. Instead, Demand
Response (DR) programs use cloud
aggregators as brokers — sending price
signals or curtailment requests and
hoping devices comply.

Smart meters relay signals to HEMS

controllers

EV chargers defer or reduce

charging load

Cloud services aggregate and

interact with energy markets

It's the grid's version of sending a very
polite group text and hoping everyone
reads it.



Essentially, we took
giant iron machines
and forced them to LA
join a group chat =% CROUP CHAT,
with millions of ’ "
erratic smart home
apps. What could go
wrong?
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® Cheers to the World's
Most Stressed Machine

"Every time you charge your phone to scroll TikTok at 2am, the grid balanced
supply and demand, respected Kirchhoff's Laws, dispatched the cheapest
available generator, and isolated any faults — all in microseconds. It has been
doing this, without a break, since 1882."

® To Safety ® To f, g, and h

Engineering The grid's unbreakable rules.

Fail gracefully. Always.

® To the Grid

Anxious. Overworked. Indispensable.

ECE/INFO 5235 - SUEDEs - Cornell Tech - Prof. Anna Scaglione
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